Wneiokn utroypa@n HNVURATWY NAEKTPOVIKOU
Taxudpopeiou pe xpaon tou Mozilla Thunderbird

Kévtpo Ymodopwv Ymnpeoiwv TexvoAoyiag MAnpogopikig kal Emkoivwviwy - KYYTMNE

H xpAon yneIlaknAg utroypa@rg oTa JNVUPATA NAEKTPOVIKOU TOXUSPOWEIOU TTOU OTTOOTEAANOUE
aTTaITEl APXIKA TNV £€KOOCN TTPOCWTTIKOU WN@IAKoU TTIoTOTToINTIKOU. Nla TO OKOTTG auTo UTTOPEi va
xpnoiyotroinBei n utinpecia "Hellenic Academic & Research Institutions Certification Authority -
(HARICA)", péow Tou ouvdéopou https://ca.uoc.gr/issue_user. MTTopeite va O€iTE OYXETIKEG
00nyieg £€kd0ONG TTPOCWTTIKOU WN@IAKoU TTIOTOTTOINTIKOU OTNV I0TOoEAIda Tou Kévtpou YTTodouwyv
Ytmnpeoiwv Texvoloyiag MANPo@opIKnG Kal ETTIKOIVWVIWVY.

MpooOiRkNn TTPOCWITIKOU Yn@IakoU TTioToTroInTikou oto Mozilla Thunderbird

E@ooov d1aBéToupe TTPOCWTTIKO WNPIAKO TTICTOTTOINTIKG, Ba TTPETTEl APXIKA, VA TO TTPOCBECOUE
oT1o Mozilla Thunderbird, woTe va gival d1IaB£CIHO yIa TNV UTTOYPAPA TWV PNVUPATWY NAEKTPOVIKOU
Taxudpopeiou. ApxIKA, KAvoupe KAIK OTO KOUMTH e€mAoywy, L= (“Tpeic ypoapuéc”), oTto dekid
TMAua Tou Mozilla Thunderbird kai eTmiIAéyoupe “Preferences”.
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Eikéva 1 EmiAoyr PuBuicewv Mozilla Thuderbird

Z1nv emoéuevn KapTéAa, emAEyouue “Privacy & Security” oTnv apioTtepr] TTAeupd Kal KAToTTIV
Kdavoupe KAik oTo koupTri “Manage Certificates”.
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https://ca.uoc.gr/.

Preferences - Mozilla Thunderbird

B3 Inbox ¢ Preferences x

Find in Preferences

ﬂ» General
Data reporting is disabled for this build configuration

# Composition [ Allow Thunderbird to send backlogged crash reports on your behalf Learn more

Privacy &
Security

Q) chat Security

Scam Detection
Thunderbird can analyze messages for suspected email scams by looking for common techniques
used to deceive you.

Tell me if the message I'm reading is a suspected email scam

Antivirus
Thunderbird can make it easy for antivirus software to analyze incoming mail messages for viruses
before they are stored locally.

Allow antivirus clients to quarantine individual incoming messages

Certificates
When a server requests my personal certificate:

*) Select one automatically © Ask me every time

2 Query OCSP responder servers to confirm the current validity of Manage Certificates...
=

@ Account Settings certificates Security Devices...

& Add-ons and Themes

Eikéva 2 PuBpiogig ToTOTTOINTIKWY

Z1nv kaptéAa “Your Certificates” emAéyoupe “Import...”.

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name | Security Device | Serial Number | Expires On &

I Backup Al Import... Delete

Eikéva 3 KaptéAa TTpocBrikng TToToTToIinTIKoU

2T OUVEXEID, avalnToUPE Kal ETTIAEYOUUE TO TTIPOOWTTIKO WNQIAKO YAG TTICTOTTOINTIKO TTOU
£xoupe kaTeRdoel kal Kavoupe KAIK aTo kouuTri “Open”.
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Certificate File to Import [x]

D Recent « it alexandros | W Desktop  »

# Home

Name ~ |Size | Type Modified
g haricacert.p12 7,3kB  PKCS#12 certificate bundle 10:05

|k Documents
4 Downloads
J1 Music

0 Pictures

H Videos

+ Other Locations

PKC512 Files

Eikéva 4 EmiAoyn TTioTOTTOINTIKOU

Oa {nTnBei va €iodyoupe TOV KWOIKO TTOU €XOUME XPNOIKOTTOINCEl YIG ThV TTPOCTACIO TOu
TIPOCWTTIKOU HOG WYNPIOKOU TTIOTOTTOINTIKOU, KATd T diadikacia €kdoong Tou. Kavoupe KAK oTo

KoupuTri “Sign in” .
Password Required - Mozilla Thunderbird [}

7 -~/ please enter the password that was used to encrypt this certificate backup:
[ |
S [

Eikéva 5 Eicaywyr) KwdIkoU yn@iakou TTIGTOTTOINTIKOU

‘Exoupe TAéov TTPpOOBECEl TO WN@IOKO TTICTOTTOINTIKO HAG Kal PTTOPOUME va eAéyEoupe OTI
eUQavifeTal cWOTA OTNV €TTOPEVN KAPTEAA. Oa TTPETTEl va eupavifetal To OVOUATETTWVUNO HOG

(6TTWG £x€1 ONAWBEI 0TV ékdoan Tou TOTOTTOINTIKOU). IMNa TIG AVAYKES TwV 0dNYIWV EPPaviCeTal
oTnv €Ikova wg “test sign”.

Certificate Manager x

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name | Security Device | serial Number | Expires On |m

v Greek Universities ...

Software Security De... 5B:C4:7E:BA:AD:41:... February 28, 2024

View... Backup... Backup All... Import... Delete...

Eikéva 6 'EAeyxog opBAg TpooBrikng wneiakou TTaToTToINTIKOU
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2Tn ouvéxela, Ba mpétrel va dnAwaooupe oto Mozilla Thunderbird va xpnoigoTtroiei To wn@iako
TNOTOTIOINTIKO TTOU TTPOCOECANE, WOTE VA UTTOYPAQPE TA UNVUMATA NAEKTPOVIKOU TaxudpouEiou

TTou €TMOUpoUpE. Kavoupe Bei KAIK 0TO Ovopua Tou AoyapiaouoU pag oTnv aploTepn TTAEupd Tou
Mozilla Thunderbird kai eTTIAéyoupe “Settings”.

B Inbox

G Get Messages v # Wr

Folders e
|v (2 testsign@uoc.gr I
£ Inbox
[ Drafts
<« Sent
@ Spam
W Trash
v [ Local Folders
[ Trash
B9 Outbox

Eikéva 7 EmAoyn puBuicewv Aoyapiacuou

EmAéyoupue “End-To-End Encryption” kai otnv evornTa “S/MIME” emAéyoupe “Select...”.

Account Settings - Mozilla Thunderbird

@ nbox 32 Proferences x [ Account Settings % ©8
z frocs ;
Dastshguocgr End-To-End Encryption
Server Settings
Tosend encrypted o digitally signed messages, you need to configure an encryption
Copies & Folders
Composition & Addressing

Junk Settings

torage. OpenPGP
EncToEN Enaypion Thunderbird doesn't have a personal OpenPGP key for
s V4 testsign@uoc.gr

~ BaLocal Folders

A AddKey.

Junk settings Use the OpenPGP Key Manager to view and manage public keys of your correspondents and

Disk Space all other keys not listed above.

©10utgoing Server (SMTP) OpenPGP Key Manager

[S/MIME
Personal certificate for digital signing:
personal certificate for encryption:
Manage S/MIME Certificates  S/MIME Security Devices
Default settings for sending messages
AcormEhdions Without end-to-end posed to your email

provider and to mass surveillance.

% Thunderbird

# Add-ons and Themes

Eikéva 8 AlAwaon mMoToTroINTIKOU VIO UTTOYPa@H UNVURATWY

21NV €TTOPEVN 00OV ETTIAEYOUNE TO TTIOTOTIOINTIKO TTOU £XOUME TTPONYOUUEVWG TTPOCBECEl Kal
KAvoupue KAK oTo KoupTri “OK”.

Select Certificate

Certificate:[ Imported Certificate [5B:C4:7E:8A:AD:41:3B:6D:AA:14:9F:B2:AF:FC.... v

Details of selected certificate:

Issued to: E=testsign@uoc.gr,CN=test sign,serialNumber=7889126986,givenName=test,SN=sign,0U=Class
B - Private Key created and stored in software CSP,O=University of Crete,L=Heraklion,C=GR
5B:C4:7E:8A:AD:41:3B:6D:AA:14:9F:B2:AF:FC:01:55
Valid from February 28, 2022, 22:30:20 GMT+2 to February 28, 2024, 22:30:19 GMT+2
Email: testsign@uoc.gr
|Issued by: CN=HARICA Institutional Client SubCA R1,0U=Hellenic Academic and Research Institutions
|CA,0ID.2.5.4.97=VATGR-099028220,0=Greek Universities Network (GUnet),C=GR
|Stored in: Software Security Device

Cancel | oK

Eikéva 9 EmiAoyA yn@iakou TToTOTToINTIKOU
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O Mozilla Thunderbird Ba pag {ntrioel av €TBUPOUE VO OPICOUNE TO GUYKEKPIUEVO TTIOTOTTOINTIKG
Kal Yo KpUTITOypd@naon/atmoKpuTIToypdenan unvuddtwy. EmAéyouue “Yes”.

Thunderbird

9 You should also specify a certificate for other people to use when they send you encrypted

messages. Do you want to configure an encryption certificate now?

Eikéva 10 EmiAoyn xpriong Tou TTIOTOTTOINTIKOU KAl YIO KPUTTTOYPA@NON/aTTOKPUTITOYPAPNON PNVURATWY

Eicaywyn yn@iakng utTroypa®ng o€ HRvVUpa nAEKTPOVIKOU Taxudpopgiou

E@ooov éxoupe OAOKANPWOEI CWOTA TIG EPYACIES TNG TTPONYOUMEVNG EVOTNTAG, UTTOPOUUE TTAéOV
VO TTPOCBETOUNE TNV WNQIGKN PAG UTTOYPA®r) oTa PNVUUATA NAEKTPOVIKOU TaxudpouEiou TTou
ATTOOTEAANOULE.

210 TTapdBbupo Onuioupyia PNVUUATOG NAEKTPOVIKOU Tayudpopeiou Tou Mozilla Thunderbird
emAéyoupe “Options” kai “Digitally Sign This Message”.

¥

Write: (no subject) - Thunderbird - o

File Edit View sert  Format |Me/{-ht | Tools  Help

end A, Spelling |~ @ Security Check Spelling... Ctrl+Shift+P il Attach |~
v Spellcheck As You Type
From testsign <testsi¢ Cc Bee »
Quote Message
To Return Receipt
Subject Delivery Status Notification

Paragraph v | Variable Width Delivery Format M- Ee El=v8
Priority >
Send a Copy To >

Customize From Address...

Encryption Technology >

Do Not Encrypt

Require Encryption

I Digitally Sign This Message

English (United States)
Eikéva 11 Eicaywyr) yn@IoKng UTToypa@ng OTO UVUPA NAEKTPOVIKOU TaXudpouEiou

MNa va eipaoTe aiyoupol 0TI €xEl TTPOOTEBEI N YNPIOKN HAG UTTOYPAPr) OTO PAVUpa Ba TTPETTEI OTO
KATW PEPOC TOU TTapaBUpou va Soupe Ty eikova MIME &
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Write: (no subject) - Thunderbird - 09

File Edit View Insert Format Izm Tools Help

45end A Spelling |~ & Security || Check Spelling... Ctrl+Shift+P [ Attach ~
+ Spellcheck As You Type
From testsign <testsi¢ OunteMegT | Cc Bce »
To Return Receipt
Subject Delivery Status Notification
| Body Text v | Variable Width Delivery Format iz E = =S8y Ov
Priority >
Send a Copy To >

Customize From Address...

Encryption Technology >
* Do Not Encrypt

Require Encryption

+ Digitally Sign This Message

S/MIME £ |English (United States)

Eikéva 11 MAvupa nAekTpovIiKoU TaxudpOoNEIOU HE WNPIOKK UTTOYpa®n
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